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a
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Y
1%
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wisnanundeslunisiuile Weldsunsudadowieufegnaumslavesfiindurisulsze
wavsnasyne Ussanusuiumiisnunglinsgua ensuaussuaziuiietussgnaumislowes
pEIuMINEALLAETIUYIIT naanvulvinstemAsLuzwazatuayy Tun1sneavausuassuiledu
fognanmisleweiintu Tnsussaunuiuduguivssaumsinyautuasiasadsszuy
poufiawmeivomiassulassaisiiugiuiu 4 lnsamisosenudduanuddyvesdsiiaund
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Tumsiamnszuunudsnaniduiiutoausssdesindunsansldveuavesnu laedl
Meaziduadduouuazaudnvazionzmaneie il

<. davlifiszuunisdaiudeyadises (Backup) ludiuvasdoyaguddayansununes
(Data Center wazu3msszuuaa1n (Cloud Computing) 1@1’%’Uﬂﬁs%'usaamﬂs§'maaiNﬁaﬂﬁwia'lﬂﬁ

(®) 1IMIFIUNTUIMTNTINWIANUAINUABAAY ISO/IEC briooe

(b) 1nsgIuANUaansadmMSUTEUUAATIACSA-STAR Cloud Security (CSA STAR)

(en) 11955 IUANUURDANBUUNINTFIU Healthcare 1SO balsiee

(@ wnsgruanadmiumsuniesieyadiuyanaiianunsassysimuld 1S0/ECeroos
Tneflnadnuaretieiesduiolud

<00 quitayanouiinnes (Data Center) Atogluussmelng agraien b guddoya
fiszpzn1anaiusgneen ¢o Alawns uasgudnauiiines (Data Center) NAUNY Asllssuy
\n3etnedoarsndn Mdemduedetaidetumemeluladudnsiamsszuuinietng (Software
Define Infrastructure: SDI) iiNa 3035 uLHUNTTALTUgIA90819saLidas (Business Continuity
Planning: BCP)

.00 fiszuudsedlningnidulunsdifamaaniduiuuvdenglnimén uazdes
annsavhauldesioidlesmasaiia

<.0.m ;:J?ju%aLauaﬁaﬁﬂﬁﬁmiﬁﬁm%yﬁ (Backup) tNevinmstuiindeyavesszuu
viavue iulinelugud doyaroufaneiudn (OC Site) uazauddayanoufianoidisas (Backup
Site) wiaufiu

<.0.¢ §iudoiauedesianissuudrsecdeyavussuuiaiiou lnsiinsvamson
Software Backup iiinnssesiunsdidoyaninuiasade TLS el Juluagsosiunisdnaa SHA
bes iofndn wiontudszuutesfuldlninddeyadrsasgnavudeulals (immutable n3o
Immutability #58 WORM)

«.0.& Software Backup #ossasiunsdrsostioya (Backup) ndesmanialnosuivned
THsvuuUfURnag Microsoft Windows Server oo Re SPale dulufsilagtuniessuuufiins
Linux Distro Tieendiausll woae Aguimsativayuey

.05 TawToniiuiifvioya (Disk) dmiudrsesdoyaiiifuiilidosnit eco0
Anglus (GB)

0.0 iinsdrsestoyaiiquidoyansufinmesudn (DC Site) uazauidoyansuiinmes
#1594 (DR Site) lagvnasiiudisesdoyaliiusiedu uru @ dwn Wusieduaid
U o @ uazifusedou 1w e drun
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€0.c ﬂiﬂjﬁé"t%%mi oinisfdeyaannsaudsiiunsiiudomiens support
faanLIa tnBaLyiing export Yeyalusedu file dawu ftp fiimsidheia wasdnddiuglduinns
iluldeduddalulaglism service meluirdos
<o dan1lifiszuudeosiunsiaduuasidnaudeanaiu Endpoint Detection &
Response (EDR) 37171 o 52Uy Tnsudazszuuiigadnwazasnsdosdialuil
<lo.e fudeiausiiugarunsaniuauuasuinisianisseuy Endpoint Detection &
Response (EDR) w11 web-based management console iftanisimuaulauiasuainulasade
warsduldnistesiuluduaosual®ng (agent) inumnsiiu Security Operation lngfinsdnLiv
Yoyaasnasnuneniinned evinisiiesegiuazuduiousognaiu Wiulsmeiuia nns
TssngviaasdidniissudnsisaouidiszTaagnisudaieusoanatunisroufiame sy
Dashboard Wi
<lolo fAvEnsldem EDR Vmﬂma\‘mmﬂg]wma eiotetios bo Licenses d13u Server
<loo.o @1NINAAAS EDR agent iovinnsdesiuiniesnouiamosusi ey
53UUUURN1S Microsoft Windows Server ool ‘uulﬂmﬂmguu w3032UuUUAN"S Linux Distro
fioondauil boee fifsiinisatuayueg
€lo.o.b 5EUVILABITBITUNIN role-based dmiufquaszuuiitelvansluns
muALTLAnA1aTule
< lolo.n SULIFBimmannIalunisnTafusanaufweludls virus,
trojans, backdoors, worms, rootkits, packer, ransomware, spyware Wag cryptocurrency mining
&lolo.@ IWUUILADITBITUNTYN Real-time Detective Tuguwuu Behavior base
vunespevmefitonIaTuawsle
<lolo.€ @NW3AYINIIATITABUNITUILMSTIGNYNN (compromised) Lagyiin1s
gAnsEUILNNT (terminate) tiatosunsinlafa (infection) iiuisle
&lolo.o a13150%1 Machine learning en1534A512% unknown files wae zero
daythreats 1@
@ lo.e @1U15091 agent self-protection Wotlesdu localusers 91nn13
tampering 19U uninstall, ngansisuazuilyindRetostuim agent 1¢
&olo.c N1391 Intrusionprevention au1saidan1sldnudunsiadulnunidie
aamansal waglvuadesiu ietostunslauils
<olo.c AN Real - time scans Liiensinaeumsasuulasiiintuls
€lolb.oo aunsanasaaeungAnssuilsiilulumuund (suspicious behavior) &
<oo.ee H3lsEUUNTUIUABU Event Security H1 Instant Messaging 1
RO
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<lo.a §lAnSM5ldaM Next-generation Antivirus figndfasnungvune leegnles ¢o

Licenses @ w3u Client

<lo.0.0 8111307ARS Next-generation Antivirus agent evinistlesfuindes
AeufmesuitenldseuuUfuAnns Microsoft Windows & SPe PuluFetiagiu viossuuufdans
LinuxDistro fioansauil boee fiaimsauayusg

<lo.mlo 171514 Machine learning war Al liedaeTiAs1eviuastosiu adware
wag potentially unwanted programs (PUPS)

clomam in1514 Al lilonsa9adey §Usdn1stauf (ndicator Of Attack: I0As)
script control ka¥N13¥1197U memory ﬁqq ?mﬁ"’qs]’vdaammquaﬂsimﬁéfmaqé’a wazdesiunislavd
U Fileless kag Ransomware

<o.on.c A1UITANTIIIULALANAUKUY Real-time

(3

<o.a.¢& Aszuulunsnsiaaeu Threat Intelligence WusEuy Cloud Wolmsen
”sjﬂﬂmu%’uﬁw wazthandudanginssufifudunse
&lo.n.o @NIAAMUA OA §henueaitewnufanssufigenissudls
<lo.m.a M3tnfulidansatndun Wemsheseiuarasvaiuiuiduls
<lo.0.@ A593Unsuasfuderndunislden Script wagn15l991U Microsoft
office macros Tigiasasdels
<lo.a.e ﬂmﬁumsLLﬁ‘lmLLazﬂaumi(ﬁﬂé?m‘%'aﬁugaﬂ73wqﬂﬁwawumaaﬁa Nextgen
antivirus
@.m.e0 LLaGNwawaﬂﬁﬂﬂnmuﬁﬁﬂﬁuaaﬂmLﬂugﬂmw Process Tree, Process
Table wag Process Activity 161
<lo.m.oo a150MMUATUABUNNSSUTlouUUSHTLTR (automatic workflow) Tae
fATMue trigger, condition way action
<lo.m.ol AW5OTNIHANTTauReTassTULATeTE (Network Containment)
Uuméaﬂﬁﬁmﬁﬂﬁgﬂ Agent Viéfadmﬁ INTLUVVINTIANTTAIUNAN (Centralize Management)
< lo.m.om LU lightweight agent iloannsznsvauvesgunsel
&lo.m aunsoaieseuluzuiuuves PDF w3e RTF 1o
<lo.¢ szuuiilvuinisdesdimizsnu quiihszTuazudadousonnaiunig
Aaufiames (Security Operation Center:SOCLfN1sdhsySimaen be $alus Taufudafiouny
Escalation Flow fifwiuasauiiu
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<o Samliiszuunsaaseunisitrdsedrsasassuasn1stududiny o fu (Multi-
factor Authentication) 1uaulsitfasndt o fl¥nu (usenlnsfinudnvuzagiaisedsioluil
cmo WusTUUATIIdaUnITinisedalasafefiviausguuiaTousidig
(servenannsaviinisadslusindueundindy dmsunsraaeuuasBusuimumaneduneuntsiiga
Fraseseiatenatuetng (Multi-Factor Authentication: MFA) dnfuia3asusivng (Server) llsl
Ueenin wo fl¥eu (user)
&l 33UUU§W§§]’@ﬂT§%’aQa Log File LL‘U‘UQ‘uéﬂaN (centralized management) ¥®4
suunsiigatiaiesdaeiladenatsasng (Multi-factor) Kasegjuu Cloud base sisnslutssinenie
MeuanUsgine
&.an.en isuuu%mﬁﬂmﬁaga Log File Lw‘uquﬁﬂaw (centralized management)
azfossasiunsintenuudheia HTTPS winfu
<o SEUvannsadenmduieutazvensBudiu Push notification uugUnsaid
TafszuuyuRnis i0S waz Android Teiluednaies
<.o.& TTUVANNITOAITOAIIUUIIADY WagYaN15EUTU Push Message WiDNA2LAY
wielvigfldauvhnstudunisudaiieu (verified Push) Ififusgrnios
..o TEVUANNTAAITRABUSY (Security keys #58 OTP) 61ulunis Mobile Application
WazaLIORIINIUIEUU SMS 19 Taelidnuiunsudafiou mo SMS/User fetfiou
<. sTUUANSIRTIIEeUgUnsaildlun st dindugunsaifiesdnsanansauinis
dansle (Trusted Endpoints)
<. szvvaunsalififauinisamedeugunsalifiedldaulddefies Gelf-
enrollment) wagu3msian1siies (Self-management) loidusenstiae
.. ITUUANNITOATIIADU LLasisqmﬂmﬁawaaqUﬂﬁfﬂ (Risk-Based Authentication)
Adlunsdndls
&.m.e0 FEUUANNIAATIFFRUNSRLAMNFULUUNSTIHUYedlY (machine learning-
based) LieR4A57891 (Threat Detection/Trust Monitor) n1swnasfiinUna
&m.ee FTUVANITAMTUAULEUIBNSINEIRMIN Location wiBssuulAseuela
<ol STUAINsaTestuASefiunaneIetie Tor way Anonymous ¢
< nom SEUUABNIAMIUANNTENG wenWALATUs Device health wag Security Posture ¢
&moc ITUUANNTILINFauR g Ul nnngunIaivasmueuUSHLUTRL
&an.od FTUUANNTBUTURINULUY Single Sign-On (SSO) d@w5U On-premise Application,
Native Cloud Application, Federated Cloud Application 611 SAML .o ¢t
.0 FEUVAINNTNINYIN Authentication Policy #13 Application $auf9a1115090Y
Authentication Policy #13 User Group [CPLERNGE,
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€.m.00 STUUAINI5AATIEBY Device Health 52U Operating system (OS) ivin1s
Authentication 1@
€.m.0c STUVAINIS0AAGT agent Wiavn1sTesfuiaiosnauRamesuiiefily
guuUftRmssoluil
&.am.ez.e Windows @o,e
@.m.ec.lo Windows Server boab (as of Vie.e.o)
@.m.ec.c Windows Server boed (as of ve.o.o)
@.m.ec.c Windows Server boble (as of v&..o)
&mox.& CentOS o, o, &
c.m.ec.D Ubuntu eb.o€, ec.0&, wo.oc, bb.oc
&.m.ox.0) Red Hat o, ®
.mn.ecx.c Debian @, &, ®0, 00, @B
Cm.o JFUVANLSAITNUTINAUNG RS UNATUSEUULAT BT BATUSZUY (System) il
&m.ex.e LDAP, TACAC+, RADIUS, Windows Remote Desktop
&.m.ex.o Fortinet Firewall
&.m.ex.m Sophos Firewall
&mex.c Cisco
&.mn.ox.& Akamai
&.m.ex. D Juniper
c.amex.0 F&
&.m.ox.« NetScaler
cmex.« VMware, Nutanix, Microsoft, Oracle
&mex.e0 Paloalto Firewall
@aloo STUVANMTALANINATIBT0RTIN15a9T 019114 (Login) WiussuUUKIAIUAL
(Dashboard) 1a
Cmloe SEUVATUITOLEAINATIUIUNTT N1sEUSURInUNIBdnnseind
(Authentication) LUy n15AgIUR19TeR8TaTenansate (multi-factor) HI1ULNIAIUAY
(Dashboard)la
C.anlolo TTUUANLNTORARNINES WIS BT oTITNNT Bypass nslduluuMIigalaiase
metladenaueene (multi-factor) ol
.o lom STUVANSANARSHAWANNTA] (Event) nsasteitnld (Login) ARaundle
<aloe TwUUTBITUNIIUTaYa (Logging) ognelios o Ju
oo FTUUTDITUNIIVINTIB9U (Report) 8819UBY <o U

Q97D T USEE1UNTINANS
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e Samlifinazaerszuudesiunisleudiivleduazuaundiatu (Web Application
Firewall: WAP)a nn1slaudluszduiaietine 91uu o Tawu Tngaseunquszuuaisaumai
Tuinmsluguuuuiuledldaunsaldoulflasssuudosdinudnuuzegieiosdaluil

<.c.0 ANuamsalunmstesiunislanfAuszian DDoS (DDoS Protections)

c.c.0.0 @a1115000sFun1sTanRanlusyFuinIevie (DDoS attack) 7isedy
Network Layer en Layer & wag Layer o

€.€.0.0 ;ﬂﬁmﬁm‘%apﬁ?ju%Lauaﬁaq’lﬁu%msﬂmﬁ’un'ﬁiwﬁ‘luszﬁum%mha
(DDOS attack) uwuuligrnsiuauns wavvunvesnislaud Tneldfidrlddrewfiadia (Untimited
DDOS protection)

<0 flidmiefiuteiauedediinietefitianuamisalunistestunis
TauRanluszauaierie (DDoS) A bl Thps. Wuststiss

«.<.o.c fifidmdagdudeiauadosdl Point of Presence (PoP) 88nlfos meo
9 vlan waz POP agilien o galulnefifinsiveusdefulaseiedumesidnsziressmne
(International Internet Gateway: IIG) TuUszwalve Taudar POP Foaflaa1uaiuisa DDoS
mitigation, WAF waz CDN g1

c.c.o.¢ Uundndnsinignineglungu Leader ¥aa The Forester Wave Tuiad

Y

=

989 DDoS Mitigation Solution U bobe 138 Ud gn
¢.clo anuasalunstesiuiuuenndiadu (Web Security Functions)
€. o.e ANMNITALANITIBINUUY Security Dashboard WU Real-time %58 Near
Real-time Tnt @a1unsauansfisdoyaunasfiunvesnislani 1y IP Addresses, User Agents,
Countries wag ASNs lalidesnin mo u
«.ablo amnsatasiunislanmaiunig Website a1 OWASP TOP eo LU SQL
injection, Broken Authentication, Cross-site Scripting e
&.&lo.m @1015084A7 IP Firewall Tngaunsarivuaiiouludie IP address, IP
address range, Autonomous System Number (ASN) or country 161
«.<lo.q A1U13089A Rate Limit Rules Fsanunsafmuanisdasfunisdibs
Website lalitlaenin eoo Rules
€.&lo.€ d1U150Y1N15A519d0UN1590n1USUT (Certificate transparency
monitoring) SSL Tasanunsoudadeudlefifhimseentuiusesnelidelanmifientu
& AnmEnNsEuNSRLUsEAvE A uLenEITY (CON & Optimization function)
<Emne Q"Lﬁvdm'%aé’%%Lauaﬁaﬂﬁﬁms authoritative DNS services @113
Tnwuansnsaw uazgBudeiauesiol Host Domains Mngianalan nefesl] Node naneqaluus
aviuilasianzlulssmelng lidesnin o 9

A0 TP e UsesunIIuMs
aa%a.ﬂ?ﬁ?.mﬁ?ﬁ%.ﬂﬁums
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<.c.mlo 158UV Content Caching lay@1u150%1 Static Content Caching uae
anusanivua Cache Tusgau File Type 191
&.c.on.n @13150%15 Purge Cache wavualalusiudl wSeviinns Custom Purge
lan1¥ URL, Host name wae Tag 1¢ Tnedasarunsald APl Tunsdwian Cache lafin1sdwian
Content 1@
€.&.m.€ USN5AD9aIN1505895UN151Y Bandwidth Consumption lalsitasnan
® TB folAau
<.am& @1015080U0 JUA wazyinn1au Metadata voelWa 1oy a1u1sn
Bonldvauuu Lossless wag Lossy aie5093U WebP
<o amnsnviinisaudisnesilisnduly Source code 1@ Whitespace
way Comments iataeifiudszanSn ity Page load time
c.a.me fszuuiitiemulszansnainwavan Latency Wifu Dynamic Content
Tnsanunsngulesidusiussansnmilifindy wae Response time dHUMS unsAIUAN (Dashboard)
€. ANUaENsaluMsRNEiesnm (Web Reliability) anunsauansnisuiafiouluss
Email #iseylilalunsdd duledlianunsoldauld Tnsannsasesiunisaeanlunis Monitor 1¢lu
58U Type, Method, Port Uag Path 59ui9an313058Y Expected codes figosnslé
<.&.& AMNAMNTALUNISUENS189U (Dashboard Functions)
€& &e ANNITORAAITIBIU (Analytic) UU Dashboard WU Real-time %38
Near Real-time 198 Dashboard ﬁLLamﬁmﬂﬁmauﬁw%ga Total Requests, Cached Request,
Bandwidth Saved, Threat Sources, Top Threat Origin Wag Top Traffic Origin lAatg19ae mo Ju
C.&&lo UINI5Tauasaedunisde Raw Log W1UN14 Logpull REST AP Lag
ansaiseng Firewall Event Log wag Audit Log léitiumns Portal #ldau
e.¢ danldifiszuudaiudoyassiasaauiames (Log management) Amudnwue
agsfondedaluil
€& annsndaiusiusindeya (Data Collection) wuulidrinsuaugunsal 91nuvas
7199 19U Yoya Log Server, Windows, Linux, Proxy Server, Active Directory Server, File Server,
Mail Server, Web Service, Firewall, Routeniitevimstiudinteya uazihlulinsizsivigaseunislu
Ialidosnin o Tu
&.&lo 152UV File Integrity #78 Algorithm WU SHA-b&s Wustees ieduduin
foyaiildgnifivtufinlifinsgruiluerdsuuvasmunssssdygindenisnseyhiaieat
PO
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<& ansaifenloamgnisal (Corelation) wagandizuuuumnnisel (Pattern
recognition) 38 WwAluladifigulyinenn Log Source A4 9 128U laedl Predefined rules a1
wiaufusEuy uazganansa Customize sl

&.&.c ANNTOLANIANIABVDINTIU Log (Average EPS) WAZLARIRINIU Log‘ﬁ%’uqaqm
(Peak EPS) Tunuusieiu seduat uazsemaule

€.&.& Tam3EuLarRmLNEUY Dashboard Wislddmiudiasies Log WUy Real-time
lugUuuvvesunugdl (Chart) uaz @nansa Customize Wisislalneuansdoyadoundsetlion mo Ju
waraninsnUiuAsumesmsuanmaldlaglis s uueduarlifeldde i

<& amsafesvelidliuinisfunvieirdeyassnasnisaeufiamesunldiiu
werunangulunisenfuafiugnsgyinauia a1 “wsesdgyaRindienisnszyiiauiia
Aerfupeuimes w.a. edoo” lemudSosveveslduinmsg

€& 59IFUMSIULUY HTTPS fiflannudaenst

€& WRIUNITATIINIUNIATTIU UAB. Coome-bdoo UINTFIUANGWALULAE
diannselinduazaeniiamesuiand szuuiiuinvideyaasiasnrouiimes el o

..« atfuayumsliuinisuuunasn oe alus nsdgliusnslildsudeyaasasasyi
mMaududpuludafauaszuudaiu Log unedug wienalvsdwi

<o Sanliliszuvuinismanisaluazdeyanisinuinaiusiunsuasase (Security

Information and Event Management:SIEM) ﬂmﬁﬂvmsadwﬁaﬂﬁaﬁiﬂﬂﬁ

«.5.0 fiudoiausazdossesiuuarinseiteyaldlitesnin e ooo Wnnisaine
Ju? (Events per Second) wagsassumsiiivvenelsluswian

&5 fiudaiaussziosannsaliuinisldodnsieiiles Taslassadreszuuilliuing
ﬁ?u%é’mgﬂam%u’ﬂugﬂt,mu High Availability #38an11

.o iudalauerosannindu Log 910 Log source Ialuguuuy SysLog (TCP, UDP),
SNMP, JDBC, WMI uag NetFlow lsifustnsiiae

5. fiudeiausdosausaiumamssinngunsaiiadeteldlitdosnit eoo gunsal
TeBuedratioy

&o.& spuuiiauededifneiudeflafdu Threat Intellicence Aeldindammunenisin
WenuiusEuY SIEM

5.5 szuupudeyafisatusionnam (Threat Intelligence) fumionszuu SIEM Fos
AN1N30M5I9AEUAIILABITN IP, file, Application way MD& tdiJustatioy

<. @ANWIINTNATIEVNGANTTULLY User behavior analytics (UBA) lalaidiaenin
0,000 I uavansafiumhsmudwiemeysznanaviogunsaidu  ielisesuglion
léljijﬂijﬂ bo,000 3;1:1%\‘1’1‘14
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@.0.a Q’ﬁu%’aLauaﬁaammm%’v%’ayjamu Logs, Performance metrics, SNMP Traps,
Security Alerts Wag Configuration Change 1ol LﬁaamﬁﬂaLﬂ'ﬁ’\%ﬁ‘ﬁlauualﬁﬁgﬂugmwu NOC
(Network Operation Center) wag SOC (Security Operation Center) et
<.o.« fovemsadedayaidu 10C (Indicator of Compromise) sndsdunanslel
<00 fudoiausdosmuisoudafouiefingnisainssnueuly (Corelation
Rules) fla1sly uaz wmmsaliinundvesiigunsaliinu Email IWidueed1eey
.o Ianliisin1sasivdeudasiniluszaussuuufianis (Vulnerability Assessment)
Audnwuzasosdwialull
<0 fiutoiaueazdoudrduiunmsnsaaeuiievyaiifutesmivesssuuindodne
AovRuADs waransaume ioagldmuumiddunistestunouiingaziinduiue seu lnens
filuns o seuty szsflunsasedeuntecins o A eassdeumyawiiiietuuszuy
wardn o A vdmnddunmsudludeduififatudeudoouda
<aloo Binmithauededimiusunaiifavdvignngvans uazesu The Foresterwave
<000 A1uTanTIvdevTeslnivesgUnsaivusruuinievelivianiatie
ans1sauz(Public) waztasetunanielu (Private)
&.o.o.m AN11505895UN1ATIAD VTR INI VB IATRIABNAIM DS U TT]
sruuUfoRnsednetiosseluil
- s2uuUURNsAUARUNIABS (Operating System) LU Windows OS
%39 Linux OS
- sEUUUURnIsAwAIeY1e (Network) 1 Firewall
- ssUUUFURMSA U Service Application meldu3ms Port Afimsilalda
&.o.0. $895UNTT scan MUY Non Credential Scan wa Credential Scan 1
&.0.0.¢ @10150a3°951891UlANa8ULUY WU Executive Summary ¥38lUUY
wanmIu Host %38 Plugin
€00 FIBNUILABINITONBIRY CVSS uay CVE wazilin15sey Severity vo9
dodlwifinulunisasivaey
<.allo Yaravienguyaragiindiiunisnsiaasutedduiszdediaiuiniuaiuise
srumsiesizi nsnaeumeaiiuvedwivesssuuiaietneneuiiunes uasansaume fasidude
AnAsavisay swddiduusilunsasnasuudleliygmitn lngyaravienguyanagiin
atiunsazaedlasuluiusesauianuaunse ogeTioudal
@.o.e.@ CEH (Certified Ethical Hacker)
@.o.0.0 ISACA Certified Information Security Manager (CISM)
&.e.@.e SACA Certified Information Systems Auditor (CISA)
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@o.e.& (ISOe CC - Certified in Cybersecurity
c.o.e.& CompTIA CySA+
&.o.0..0 CompTIA Pentest+
<o GPuteiausaziosdnvisenunansiiesed wasnsaaaeutestud lnedesey
swazideadeslnifinmaaounuuugunsaissuuiaietignoufiames uavansauma fazdude
AnAuRvIeNY TIfsrymsuilutednifinsaseuny Jasdossznouse
&olo.e TBNUATUAMNTINVBINITATIVAOY
€.l STYNTIATLAUANNTULIS (SeveritymToransznuiienavgiinaintas
Tyriviny
<ol wazBentadlnifinsisaeunuvesuiazaunsal lnednSesmnuseiu
ANLTUUTIVTENANSEVIUTIDN 9L AR NTedlwiRana
<ol Auurihuazduneulunisudly (Action & Recommendation)
@z T l#fin1salun1smaaeuLa1sszuL (Penetration Testing) a8netas o ASs
fnndnuusddaluil
€.8.0 NAFBUNTYNINTEUVasaumAlagldsuLuunMmaasunisyninuuy (insu
Toya, nudeyau1sdin) (Black-Box, Gray-Box) Inaaniumsainduwmesiiln
&.clo AuiumMvageuynnszuvasaumne (Auled, uoundindu) vadsmeiuia
€c.a AATERkarTsnuNanIsnagaunauAkuslunsuSuUsuagssuuAY
Uaansienaunimes
«.c.« sdumsiumdesnivszidumaaseulssifiunudssuasnansznunioy
forusuuzinmudlyssuuasaumauasssuuiiisatadneeseunquieasendal
€.c.c.0 MIlunsaznssnsauaquluseau
- woUnAATU (Application) way @WK (Software) leun
- Guueunaiadu(Web Application)
- TuunsuaunaLatu (Mobile Application)
-Tassadreitugrudrumaluladansauwme (T Infrastructure) uae
gunsallA3e%18 (Network Device) Lo
- szuuﬂﬁﬁ’amwaqm%mauﬁama%x,uhha (Server Operating
Systems)
- gunsalluszuuiesetna(Network Equipment)
- gUnsalsyuusnwaulasasie (Security Equipment)
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<a.clo SMIUTULOUNARTUWeb Application) 9£143msg s Open Web Application
Security Testing Guide version &l Uszneusieidesi
Introduction and Objectives
- Information Gathering
- Configuration and Deployment Management Testing
- Identity Management Testing
- Authentication Testing
- Authorization Testing
- Session Management Testing
- Input Validation Testing
- Testing for Error Handling
- Testing for Weak Cryptography
- Business Logic Testing
- Client-side Testing
&&.c.a @MU IT Infrastructure and Network Device 3l411035§71The Penetration
Testing Execution Standard (PTES) Usznausaeddosil
- Pre-engagement Interactions
- Intelligence Gathering
- Threat Modeling
- Vulnerability Analysis
- Exploitation
- Post Exploitation
- Reporting
¢.c.c.c amiuluurguoundindu 9gldu1nsgiu OWASP Mobile Application
Security Testing Guide (MASTG) version e.¢ Usznausaesiadessd
- Platform Overview
- Basic Security Testing
- Tampering and Reverse Engineering
- Data Storage
- Cryptographic APIs
- Local Authentication
- Network Communication
- Platform APIs

- Code Quality and Build Settings ~ @9¥0.............. 2 O Usgs1unssuNs
=~ it-REvErag Defsises aa%aﬂj/wldwfwﬂsiumi
- User Privacy Protection , g
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@ a.c.e mibunslagldlusunsuniogenvinsifiauindedelidesnit b

TUsunsy ensiteeau
- Commercial WU Nessus Professional, Burp Suite Professional Wusy
- Non-commercial 14U Metasploit, Burp Suite Community Edition,
Nmap,SQLMap,FFUF,Manual Script, Exploit-DB, SecLists, PayloadAllTheThings, CVE Details Wumu

«.« Samlkdnrsandunisiinsziuazliduuzdilunisuiuusaneldszuuiianiy
Uaaasiy
&0 Wnwiuar Tauuzdlunsdissuuieietisdeansiianudndudeddsunis
fnssszuuniegunsalifuiuiodunsfiuszdunmsdnumanuasnssvesssuuieieteuarszuy
ANNUaBAiERRNNIWES
&.atlo IVTBUNaNITIRTIALagliiwusinlumMsUTul e aUaenduvesssuy
w3eneuay ANuUasnfenaNiines
& $18UNANSUSUUTISTULIAS eYeaEHanSALIuN1SUAYaduT (Hardening)
«.x.m.0 lunvadeurIzszuvazdosdnslunsianualitosni eo u
Tngsowdslit sw. nswnsuddniuns e dUai wazdeslisuanudusauduasdnvaldnus lng
mssdunsfenan ssfesiidumsngluanuiiilsmeiuadalivindy yaeavienduyeaaditn
fflunsnageuiasruvaeiauinuanse ludunsiinned aneseumgaiiduges
Inivessyuuiedetisneninmes uasansaume fasfussanaudenisnu sudsdiduusiily
nsasavaeuuiledgyminy Tnsyarandenguynanagididiiunisasdesldsulususesanus
AwANNT0 aeheTioedal
«.«.m.e.0 C|EH (Certified Ethical Hacker)
&&.m.e.l ISACA Certified Information Security Manager (CISM)
&.«.m.e.0n ISACA Certified Information Systems Auditor (CISA)
c.c.amae.@ (ISOb CC - Certified in Cybersecurity
c.x.m.e.& CompTlA CySA+
&.&.m.e.0 CompTIA Pentest+

oo Aniun1sTalifinissamssunineinsuussuuiaiiouianadaun1ssuinse
s2uuUUAnns (Operating System Patching) Amdnwuzatatasdwaluil

€.00.0 JawmdsuASosnauiamesutYisuuuailou (Virtual Server) sauis

szuuUFoRnns (05) dmiunaasunisdnian Patching sl 9 $1u9u o 1a309 TneTanantFvush
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- yhgUsyanananana (vCPU) o Cores
- #IANTT (Memory) & GB
- yietudin (Disk) WU SATA aualitioenin emooGB way wuu SSD hitdesnin « GB
€000 HaednLnTey Bandwidth Intemet d1viula3osnsufialnosusdne (server)
5desyuuU{iRnTs (05) lunsveaeu e Gbps Wustwiey
<.o0.m sruultlunimadeuagiesesiunsidndesiiums Virual Private Network
(VPN) waziimsidnsiauuy o duneu (Multi-factor Authentication)
€.00.¢ sruuildlunmaaevazdessesiunisitrfanuy Console H1UMSTEUY Web
Application
<.00.& sruuiltlummeaeuazseiszssnalviaaeulidesnin o Wou
.00 I0HAUIA1ITAUIHITzTUAzUT Ao UfuANAIUNIIABUNADS (Security
Operation Center: SOC) lngfin1sdaiiudayassnamisrauiiunes Wan1siaseikacuda
iWiausuanaw Tfulsaweiuna Taedvouvadselull
€.00.0 AudusUEnE asRFunsAnAumlgues
€.00.0.0 FosEinMTIATLRLuUTINAUS (Correlation) uazanunsaasaeulyns
Taw# (Rule or Use case) itorslumsiihagiuas wadoussanaumislees
€.00.0.b ABIlsEUUNITIALAY Ticket management.Mﬁﬂwmwlmiiﬁm’m
RAURRAATU Cyber security
<oo.0.m foul Rules Tdlumsidse s uazamnsansidufonnaa JuLuusn 4
<.00.0.¢ fosdaliifiunuifaudaiuausalusunsiesst ihseds uas
wuieufunnaudumelulafarsaumaiiioades ielimuinwdumeaianasnszeginateny
Ay
€.00.0.& Wudsuilonnanussanaumionsyninszuuimealuladarsaumai
fsgsiumnuguusadfgy (Critical) MS038AUAINTULTIEL (High) Hun1Bla 3alnsiny naen be
ol
€.06.0.5 ABIEAINITATAYINTIBIUAUAIUABINISVBININTFIUAIINYADAS BN
q #eil PCI, SOX, 1SO/IEC briooe W38 ISO/IEC eeoo, FISMA, HIPAA didusthaties
€.00.0.0 fosENsAEINTINAWDEYaRy (Raw Data) MagAumils Wueq
Pnatagunazvesinandeunds lnsseyrnaduduuariugn
€o0.0.c fowuNsaMIafuleyaludnuazuuy Online waz Offine(Raw Log) 14t
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Coo.0.¢ ABIANIIAMUINSIADEBDY Inalisyiurainisiiuinis (Service

Level Agreement) laifinnin &e.wo% Aol

€.00.0.00 JEutalaussoUjuianudoulyseduveiuinis Service Level

Agreement (SLA) fsil
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Melu o& U7

HaNsENUAUITUVAITAUWANYligInaly
arursanniiunislned19fiuszd@nsan uag

Aelu e 92l

NANSENUNUSEUUASAUMANINARBNTISALTEY

Aelu o Talus

NAaNSENUAUSEUVANSAUINANLdNARD

Critical

High
o [ 2 [l [l 1
FnTunsawnlvagnasaniu

Medium a o & v ' |
3509 war I UuRABIwA bBENIiune

Low YSZANTAINAITNIIUN
nsaLugsialaesy

U weldfinansenuse

Melu oe Talug

€.00.0.00 ANILNUUTNTTUTD WagnauauswasuAnAIunaleiues (Incident
Response) Teudnsgnidayyminaindeanaiu (Incident Report) Fazdoslsznausie

- syyUsslAvvesniennAy

- U - RANIATIFABUNU
- HUN4 (Source IP Address) wazia1anie (Destination IP Address)

- qUnsailasuNansEny waysy

o

AUAINTULST (Severity)

- UAYLBYAYDUNANTATARTY

- Anuzan wardunauluniswily (Action & Recommendation)

€.00.0.00T8NUATURAMIMTuNUIUUTERaUUTENBUMEY MR Wisels

[

[

WS avanfiAndy mgiiiaule waziinamlszuilealuneagUnan s iuny

€.00.0.0m fosfigudufiAnsihszfanansaififussanaussuuinalulad
asauwme (SO0 daegluvssmalney TnefidminiiusedrdaufoRaulugudnaon oe $lus uaz
Aaalasun133uTeININTEIU ISO/IEC baioosiboen W38N Lay ISO/IEC boooo-e boed,
ISO/IEC bamoswoss Tuvauwansiiuinis SOC WWuestnsioy
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TYHLIAVIFYYIATOUARY o LADY ﬁ’Ué’T’QLWiLﬁauﬁaquwﬂué’mw il
& o fiuteiausiziodueuszuuazdvsmsliaumeriiuninely vo Su Jufemniuannu
Tudtyan
&lo szuzinainisanduvesszuvlulasinisagdesldanulaaglaas mog Ju (Hardware
LAz Software) tfudaantuiidaoussuy
& SzEzIAIUINsAUdIENsE i uaruifiouisAnAINNIABNINeS (Security Operation
Center : SOC) WA o U Sudaainiufideey
b. NTHNBUNULAZNTTITERY
fiutoiausasdorfiRnunasonunamsiiuimsmudygymisudweunuluusas e
Huenans $1uau b ga wierlnadidnvseindlusunuuiiuduudluly (MsOffice) uazusuudlalails
(PDF) n¥audufinaslu USBflash drive n3edouuunanlddy 9 (Removable) n3autiudd (CD)
U b Y0 ufsenaITudngIuiieg Mnerdesasudiu uazdun1InTIIfuIuIeIn
ANENSIINIATINSUNUTNEBUTesud fiimnasthssardrsduiumslassnmsiiungduderaus
Juialanseunienislouiunididnnseind lae fidrasdnardarsssuideusuinisuas
Arsssuiendu MAstesanyarvesiidedutous asdestrsglinungmunesouadu
NANMIABUNULAT AN ST BRI
v.0 dounelu e¢ Jutivdnaniuasunludyyn Usenoume
v.0.0 MBgTENUMNMTUUANSIUSAsszuLlunsdesiu asaadu Amsievuas
lamausasvanauleiues
.00 ANFMUHUAINTIUNMIANTUNURaEMSUURUTuls e uanaansEezIa
feyay
o.0.0 MBI TvewHuTeiaue nieudeyadmiunisinseystaua wasnsidn
Auilsmenuaiodanszuy waglduinssyuusne
oo Anagunal sansiuag uazdidunmsliasunuiidvunlilude « audnvasanzmng
weadlauardsdaeu uduasanislu vo Juifudnaniuasnaludyan
vlo.o sruuNsIaLivdeyadises (Backup) ludmvesfeyamuidoyanaufiames (Data
Center Uazu3N135zUUAA1IA (Cloud Computing) wiaugiionsldiussuy
0lo.lo sruutaaiunsisdunaglinausuana1a Endpoint Detection & Response (EDR)
U o TPUU WiouglanTlduTEUY
5lo.mn S¥UUATIIADUNTINTI0EwUaeafBuarnsEuSufIAL b U (Multi-factor
Authentication) Sruaulaitfesnin wo gldeu (user) wiaugilonsldiussuy



- ORX -

o.o.e seuutlastunislaufivleduazueunaindu (Web Application Firewall: WAF)
nmslauluseduiaiedns $1uu o Tawu lnsaseungussuuansaumeiliuinnslugiuvy
Aulalianansaldanuld nieueiiomsldauseuy

plo.¢ srUUInfivioyaasvsnouianes (Log management) wiaugilomsldaussuy
(6d)

o5 sEUUUTIMIMAM Iz deyanisinwmNsuasUaendE (Securty Information
and Event Management: SIEM) wieugilonisldaussuy (61d)

o.lo.e) HANIATIVARUYBIWIlUSEAUTTUUUURNS (Vulnerability Assessment)

0.o.& NAALIUNINAABULINETEUU (Penetration Testing)

blo.« namsaTeualimuuzilunsuiuUsaielfssuuiinnuasnste

5.b.00 nasdunsdaliinmsiamiouminensuussuuiaieuilonagaunissuinge
s¥UUUfURANs (Operating System Patching)

56.0031891UNMTIATIERADIUATHIFIUN1TINYIANTuAaeafeleiues
(Cybersecurity Gap Analysis) WU As Is uay To Be

olb.ob WHUNMISUTBAEANAUNIleUas (Cybersecurity Incident Response Plan)

o.lo.om AilBN1I0UTUMANITAL (Incident Response Playbook) A1uUsginnuessie
ananu eldE1ddlunisujoanislunisdanismiensuiufennaiusing q legrgniediidy
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Ransomware W3aLULAUD
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